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Abstract 
Supervisory Control and Data Acquisition (SCADA) systems are widely used in critical infrastructures and contemporary 
industrial processes. The advancements and increased interconnections lure the adversary to plunder the reliable 
operations of these systems. As the persistent monitoring and remote control is necessary to ensure reliable operations of 
the system, fortifying the security features of SCADA systems is crucial. In this paper, by considering the efficiency 
requirements in such networks, we propose a key establishment scheme for SCADA systems based on polynomial key 
distribution scheme. In this new approach, secret key is not transmitted in the network for any device to device 
communications. The proposed key establishment scheme supports broadcasting, multicasting, join and leave operations 
and secure communications between and across MTU-SUBMTU-Field devices of SCADA systems. The scheme also 
considers the constraints such as communication overhead, performance, bandwidth and accuracy to provide an elegant 
key establishment scheme for SCADA systems. 
© 2015 The Authors. Published by Elsevier Ltd. 
Peer-review under responsibility of Amrita School of Engineering, Amrita Vishwa Vidyapeetham University. 
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1. Introduction 
SCADA systems are being the part of critical infrastructures that are essential for day to day life. These are 
computer controlled systems that enables a site operator to monitor and control the industrial processes that are 
distributed among various remote sites [1]. Automation in industries is the use of this control system and other 
smaller control system configurations such as PLCs and RTUs to achieve performance superior to manual operation. 
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Nomenclature 
SCADA   Supervisory control and data acquisition system  
MTU        Master terminal unit 
RTU   Remote terminal unit 
PLC   Programmable logic control  
KDC        Key distribution centre 
HMI        Human Machine Interface 
 
The use of SCADA systems in industries creates a drastic change in optimizing the production processes of 
industries. In today’s hyper-competitive world of global markets, without automation and control systems it is 
impossible to imagine optimized actions in industries and hard to meet the demands of high productivity, quality, 
accuracy, safety and reliability in high-volume production process.  
SCADA system plays a vital role in the nation’s critical infrastructures, which includes electric power grids, 
water management, chemical plants, oil refineries, manufacturing plants etc. For example, in case of electric 
utilities, SCADA is used to check the present flow and line voltage, to check circuit breakers operations, and to 
detect any faults in the power transmissions. In case of water management, SCADA is used to check the threshold 
levels, water transmission from big tank to small tanks, water treatments, leakages in the pipes and to monitor the 
water supply.  
In the past, the SCADA systems were completely operated in isolated environment and major concern was good 
performance. Thus security was not an issue. In today’s scenario, the benefits and requirements make these 
networks to interconnect with corporate networks and internet. Hence the use of IP based communications, inter-
connectivity of SCADA networks, wireless features and use of open protocols and technologies are common. Use of 
these technologies helps to make the business process streamline and helps to take real time decisions. In the mean 
time it increases the risk of cyber threats [2]. Small distractions in the normal operations of these systems results in 
catastrophic impacts on the society and environment. Many such deliberate attacks on these systems have been 
already occurred [3]. Consequently, strengthening the security of SCADA systems is crucial. All communications in 
SCADA systems must be made secure by utilizing the crypto operations (encryption and decryption) to ensure 
confidentiality, integrity and authentication in the system. This requires the use of secret keys by the communicating 
parties. Thus providing an efficient key establishment scheme for such a network to handle secure communications 
is a necessity. 
2. Related work 
SCADA has its own resource constraints and security requirements.  The online survey on security requirements for 
secure SCADA communication suggests, the key management protocol should support broadcasting, multicasting 
and secure communication. The key establishment for SCADA systems (SKE) [4], makes use of both symmetric 
and asymmetric cryptosystem techniques for handling secure communication in SCADA system. However, the 
scheme does not support direct communication between RTUs and not considered secure message broadcasting and 
multicasting. The SCADA key management architecture (SKMA) [5], used symmetric encryption algorithm. The 
protocol is based on ISO 11770-2 mechanism 9. It does not handle secure message broadcasting and multicasting. 
The scheme ASKMA [6], proposed a key management scheme for SCADA systems using Logical key hierarchy 
(LKH). It supports secure communications and broadcasting. However, it is less efficient to support multicasting. 
ASKMA+ [7] proposed key management scheme using LKH and Iolus framework to support secure 
communication, broadcasting and multicasting facility. In this group based scheme, join/leave operation disturbs the 
entire network.  In [8], Key Management for Secure Power SCADA is proposed. The objective is to use public key 
cryptosystem for the devices that have ability to support public key cryptosystem. The protocol is based on a 
modified version of SSL using X.509 certificates. Use of public key cryptosystem requires more key management 
effort. In [9], according to the resource availability of the devices, different key establishment schemes are used for 
each level of the SCADA systems. The key pre-distribution schemes are simple to adapt for SCADA systems, but 
they lack in scalability. Furthermore the approach that used asymmetric schemes such as RSA, Diffie Hellman etc. 
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are too resource intensive and consume considerable amount of bandwidth and computation time. In this paper, we 
propose a scheme that uses a single symmetric crypto technique to establish secret keys for secure communications 
in SCADA networks, despite the varying configurations of the devices. Point to point, broadcasting, multicasting 
and join leave are some of the operations considered for secure communications in the SCADA systems. 
The rest of the paper is organized as follows: Section 3 gives the architecture of SCADA system, Section 4 
discusses the proposed key establishment scheme, and Section 5 gives the analysis of the proposed scheme. 
Conclusion is given in Section 6. 
3. SCADA system architecture 
The SCADA system is hierarchical in structure and a view on SCADA system is shown in Fig 1. It has various 
devices at different levels. The SCADA makes use of these devices to control and monitor the processes remotely. 
The devices include MTU at top, SUBMTUs below the MTU and field devices such as RTUs and PLCs are 
presented at remote end.  
 
 
Fig. 1. SCADA systems 
MTU: MTU is the core of the SCADA system. It commands SUB-MTUs and field devices such as RTUs and PLCs.  
It sends control messages to field devices for receiving required data about the plant. To reduce the burden of MTU, 
SUB-MTUs are used. 
RTUs: RTUs collects information from field level devices such as sensors and actuators, and transmits the data to 
MTU and also receives information from master units for setting the parameters and control the actions. 
Sensors: These are the devices used for measuring analog or digital data (temperature, pressure etc.). The sensed 
readings will be sent to RTUs and PLCs. 
HMI: It provides human interface to interact with the systems. The graphical representation helps to monitor the 
plant conditions quickly. 
By observing the communication requirement of SCADA in Fig .1, it is essential to provide secure 
communication channel between MTU and SUBMTUs, between SUBMTUs, between SUBMTU and RTUs and 
between RTUs. Wireless Radio, satellite networks, optical fibre and Ethernet are the commonly used 
communication mediums in the SCADA systems [5].  
4. Proposed key establishment scheme for SCADA systems 
In this section, using polynomial key distribution scheme [10] an efficient key establishment scheme is proposed for 
SCADA systems. The objective of the proposed key establishment scheme for SCADA systems is to support 
broadcasting, multicasting, join leave operations, key freshness and pair-wise communication between the SCADA 
devices. The proposed scheme aims to support less computation, less communication overhead and real time 
communication, which is required for secure SCADA operations. 
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4.1. Polynomial key distribution scheme [10]: 
The key pre-distribution server randomly generates a bivariate t-degree polynomial using equation (1) over a finite 
field Fp, where p is a large prime number. The key pre-distribution server generates the polynomial shares by 
substituting the node IDs in the generated polynomial i.e. ࢌሺࡵࡰ࢏ǡ࢟ሻ and stores the corresponding polynomial share 
in the nodes memory during key pre-distribution phase. 
                                      ݂ሺݔǡݕሻ ൌ σ σ ܽ݅ ǡ݆ ݔ݅ ݆ൌݐ݆ൌͲ݅ൌݐ݅ൌͲ ݕ݆ ݉݋݀݌Ǣ ݓ݄݁ݎ݁݂ሺݔǡݕሻ ൌ ݂ሺݕǡ ݔሻ                                  (1)                
Two sensor nodes say A (having ID=ID1) and B (having ID=ID2) can compute the pair-wise key as follows. Node 
A computes ࢌ࡭ሺࡵࡰ૚ǡ࢟ሻ  with ID2 to get  ࢌ࡭ሺࡵࡰ૚ǡࡵࡰ૛ሻ . Node B computes ࢌ࡮ሺࡵࡰ૛ǡ࢟ሻ  with ID1 to 
getࢌ࡮ሺࡵࡰ૛ǡࡵࡰ૚ሻ. From the symmetric propertyࢌ࡭ሺࡵࡰ૚ǡࡵࡰ૛ሻ =ࢌ࡮ሺࡵࡰ૛ǡࡵࡰ૚ሻ, the pairwise key between node A 
and node B can be established. In this scheme, each sensor node needs to store a bi-variate t-degree polynomial 
share. The security proof in [10] ensures that, this scheme is unconditionally secure and t collision resistant.  
4.2. Key establishment scheme for SCADA systems: 
The proposed key establishment scheme for SCADA is explained as follows: 
A. Setup phase: Let N= {N1, N2, N3...….Nn} be the non empty set of devices in the SCADA systems. N = {RTUs 
U SUBMTUs U MTU}, where MTU is connected to number of SUBMTUs and each SUBMTU is connected 
with number of RTUs. The MTU plays the role of KDC. Based on the computation and storage capabilities of 
the devices, the desired degree of polynomial is generated by the KDC.  
 
B. Key pre-distribution phase: For handling broadcasting and multicasting, KDC maintains and stores a t-degree 
bivariate symmetric polynomial equation (for example one degree polynomial equation is ݂ሺݔǡ ݕሻ ൌ ܽͲ ൅
ܾͲሺݔ ൅ ݕሻ ൅ ܿͲݔݕሻ, where a0, b0 and c0 are constants) in all SCADA devices (MTU , SUBMTUs and RTUs). 
Each device is stored with a unique prime number and a unique device ID. KDC randomly generates another t-
degree bivariate symmetric polynomial and computes the polynomial shares by substituting the device ID in the 
polynomial equation. The respective polynomial share is preloaded to the device to compute pair-wise keys 
with other SCADA devices. 
 
C. Broadcasting: Broadcasting is required in SCADA environment to broadcast some important messages like 
clock time, emergency shutdown message etc. [6]. If MTU wants to send a broadcast message to SCADA 
devices, it chooses a random point ሺݔ݅  , ݕ݅ሻ and computes the group key by substituting the x and y coefficients 
in the polynomial equation.   The MTU broadcasts the chosen point ሺݔ݅  , ݕ݅ሻ and the broadcast message (BM) 
which is encrypted using the group key. Once the devices receives the broadcast message, they substitute the 
received random point in the polynomial equation for the x and y coefficients and computes the group key. If 
correct group key is computed, all devices (SUBMTUs and RTUs) are able to decrypt the broadcast message 
(BM). The random point ሺݔ݅  , ݕ݅ሻ changes for each broadcast message to ensure key freshness. 
 
D. Multicasting: There are some scenarios in which the MTU wants to send messages only for a subset of devices. 
For example, out of 100 devices, the MTU wants to send sleep message only for 10 devices. In this case 
multicasting is feasible. In the existing multicast feature supporting key management schemes for SCADA [6], 
multicasting is done for the subset of devices that are come under the same MTU/SUBMTU/RTU group. Our 
objective is to support multicasting for the set of devices that are present under different MTU/SUBMTU/RTU 
groups. We have proposed two multicasting mechanisms for SCADA systems and it is explained as follows.  
 
Scheme 1: In the key pre-distribution phase, each device of the SCADA system is stored with a unique prime   
number. The scheme-1 multicasting feature is explained by considering the following example. Consider the 
MTU wants to send a multicast message for four devices, say SUBMTU2 (stored prime number= 11) and three 
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RTUs (first RTUs prime number= 13, second RTUs prime number= 17, third RTUs prime number= 19). Here, 
for simplicity simple prime numbers are considered, in reality large prime numbers needs to be stored during the 
key pre-distribution phase.  
x The MTU computes the prime product ((random prime=3)* 11*13*17*19 =138567) and prepares the 
number list {138567/11=12597, 138567/13=10659, 138567/17=8151, 138567/19=7293}.  
x The prepared list {(12597)Epkey, (10659)Epkey, (8151)Epkey, (7293)Epkey} (where Epkey is the pairwise key 
used between MTU and devices (SUBMTUi and RTUi)) along with the index of device IDs for which the 
MTU wants to  send multicast message and a random point ሺݔ݅  , ݕ݅ሻ which is encrypted using the prime 
product key(138567) is broadcast to the network.  
x Once the devices hear the multicast message, they check the index and extract the encrypted number from 
the list.  
x The extracted number is decrypted using the pairwise key. The obtained number is multiplied with its 
stored prime number to decrypt the encrypted random point. The multicast key is computed by substituting 
the random point  ሺݔ݅  , ݕ݅ሻ  in the polynomial equation.  
x In the example, RTU3 will extract the encrypted number (7293)Epkey from the list. The encrypted number is 
decrypted using the pair-wise key (RTU3-MTU). The obtained number is multiplied with its stored prime 
number 19 to get the key 138567. Using this key, the RTU3 can decrypt the encrypted random point (x, y) 
and computes the multicast key by evaluating the polynomial equation. 
 
Scheme 2: The scheme 2 follows same procedure up to computation of prime product and number list 
preparation as followed in scheme 1. The intention of scheme-2 is reduce one encryption and decryption 
operation of scheme-1. The MTU computes the prime product ((random prime=3)* 11*13*17*19 =138567) and 
prepares the numberlist-1 {138567/11=12597, 138567/13=10659, 138567/17=8151, 138567/19=7293}.Once 
the number list-1 is prepared, MTU performs the following operation.  
x Assume that the pair wise key obtained by the MTU after substituting the IDs of SUBMTU2, RTU1, 
RTU2, RTU3 in the polynomial share is {MTU - SUBMTU2: 10, MTU - RTU1: 18, MTU – RTU2: 6, 
MTU – RTU3: 4}.  
x MTU performs Mod operation for each pairwise key obtained with the respective pre-stored prime number 
{10 mod 11 = 10, 18 mod 13 =5, 6 mod 17=6, 4 mod 19=4}.  
x The obtained values are multiplied with the numberlist-1 numbers to generate numberlist-2 numbers 
{12597*10= 125970, 10659*5= 53295, 8151*6= 48906, 7293*4= 29172}. 
x The prepared numberlist-2  numbers  list {125970, 53295, 48906, 29172} along with the index of device 
IDs for which the MTU wants to  send multicast message and a random point ሺݔ݅  , ݕ݅ሻ which is encrypted 
using the prime product key(138567) is broadcast to the network.  
x Once the devices hear the multicast message, they check the index and extract the number from the list. 
Devices perform Mod operation for the pairwise key obtained with MTU and the pre-stored prime number.    
x The extracted number from the list is first divided by the value which was obtained after performing Mod 
operation. The resultant number is multiplied with its stored prime number to decrypt the encrypted 
random point. The multicast key is computed by substituting the random point (x, y) in the polynomial 
equation.  
x In the example, RTU3 will extract the number 29172 from the number list.  The RTU3 performs Mod 
operation i.e. [(pairwise key RTU3-MTU = 4) Mod (stored prime number= 19)] =4 and performs division 
operation i.e. 29172/4=7293. The resultant value is multiplied with its stored prime number 19 to get the 
key 138567. Using this key, the RTU3 can decrypt the encrypted random point (x, y) and computes the 
multicast key by evaluating the polynomial equation.    
 
E. Device to Device communication (Unicast): In SCADA, establishing pair-wise communication is essential 
between MTU and SUBMTUi, between MTU and RTUi, between SUBMTUs, between SUBMTUi and RTUi 
and between RTUs. To handle pairwise secure communication, devices consider stored polynomial share. If any 
two devices wants to establish pair-wise key, the source device having polynomial share ݂ሺ ݅ܵ݀ ǡ ݕሻ sends a 
request message {request message, initiator deviceID (Sid), nonce (n1)} to the destination device. The 
destination device checks the request and evaluates the polynomial share ݂ሺܦ݅݀ ǡ ݅ܵ݀ ሻ by substituting the source 
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deviceID Sid, to compute the initial pairwise key. The final pairwise key is computed by multiplying the 
received nonce n1 with the initial pairwise key. The destination device sends the reply message {reply message, 
destination deviceID (Did), ሼ݊݋݊ܿ݁݊ͳሽܧ݂݈݅݊ܽ ̴݌ܽ݅ݎݓ݅ݏ݁݇݁ݕ } to request sent source device. The source device 
evaluates the polynomial share ݂ሺ ݅ܵ݀ ǡܦ݅݀ ሻ by substituting the destination deviceID (Did), to compute the initial 
pairwise key. The initial pairwise key is multiplied with the sent nonce n1 to compute final pairwise key. The 
source node also ensures that the correct pair-wise key is established with the destination device by decrypting 
the encrypted nonce n1 (using the final pairwise key) which was received in the reply message from the 
destination device. 
 
F. Join and leave operation: If any new device wants to join the network, the MTU preloads the considered t-
degree bivariate symmetric polynomial equation for handling broadcasting and multicasting. A randomly 
chosen prime number and the unique device ID are preloaded to uniquely identify the device. To handle pair-
wise communications, a polynomial share is preloaded. The polynomial share is computed by substituting the 
device ID of the joining device in the polynomial equation, which is considered for handling device to device 
communication. To ensure backward secrecy, the group key is refreshed by broadcasting the new ሺݔ݅  , ݕ݅ሻ 
values. Use of nonce in device-device key establishment ensures key freshness.   
 
If any device wants to leave the network, the MTU broadcasts the device ID revocation message. The 
revocation message consists of the device ID which has left the network. Once the devices hear the device ID 
revocation message, they will not establish the pair-wise communication with the device which has that device 
ID. Since the multicast key is computed by MTU, it removes the prime number of the left device in the 
computation of multicast key for all further multicast communications.  
5. Results and Analysis 
We have analyzed the results based on the following parameters: 
5.1 Security  
 
x Node compromise attack: Polynomial key distribution scheme [9] gives an assurance that the network is 
completely secure until the compromised number of nodes is less or equal to the value t.   So, by choosing 
appropriate value of t, the network can be made secure and resist from node compromise attack. 
 
x Impersonating attack: In the proposed scheme, the polynomial share is computed using the Device ID. So, in 
the network each device is identified using its ID. Though this ID can be captured by the attacker, it cannot 
launch impersonation attack unless it captures all the security credentials which are available in the device.  
 
x Replay attack: In the proposed scheme, each pair-wise key establishment makes use of nonce values. Use of 
nonce helps to resist replay attack.  
 
5.2 Communication costs 
In the resource constraint and real time networks, the number of message exchanges should be minimal. In the 
proposed scheme our aim is to minimize the number of communications required for establishing the crypto keys. 
For generating the broadcast and multicast key, only one encrypted message is required to be sent. For establishing 
the pair-wise key between any two communicating entities, one message exchange by each of the communicating 
entities is required.   
  
5.3 Memory  
The proposed scheme needs to store one polynomial share and one polynomial equation along with a prime number.  
For storing one polynomial share it requires ሺݐ ൅ ͳሻ݈݋݃ʹ
ݍ
 bits storage (where q is the size of the field). Prime 
number requires 128 bits storage. The scheme requires only simple arithmetic operations. So the memory required is 
minimal. 
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                                                 Table 1.Ploynomial shares generation time 
Degree of the polynomial Num of shares Computation time 
(in Micro seconds) 
25 
50 
100 
200 
1009 
1009 
1009 
1009 
224 μs 
968 μs 
2750 μs 
8269 μs 
 
Table 1 shows the computation time to generate the 1009 polynomial shares (i.e. to support 1009 devices) of 
different degrees. Based on the results obtained, we have analyzed that, as the degree of the polynomial increases, 
time taken to compute the polynomial shares and memory footprint also increases. Thus the performance depends 
on the number of devices, selection of the factor t and memory of the devices. However this polynomial share 
generation happens at KDC. It has huge memory and there is no resource constraint. Hence, we can generate the 
polynomial shares of any degrees for any number of devices within less time. 
 Table 2. Computation time to calculate the session key using the polynomial share of different degrees  
Degree of the polynomial       Computation time(Addition and Multiplication   
operation) to calculate session key (in Micro seconds) 
100 
300 
500 
1000 
9.6 μs  
207 μs  
394 μs 
872 μs 
 
With the polynomial based key establishment scheme, computation time to calculate the session key using the 
polynomial share of different degrees is shown in the Table 2. We have tested the code for computation time to 
calculate the session key with different degrees. Based on the results obtained, we have analyzed that, as the degree 
of the polynomial share of the polynomial increases, time taken to compute the session key and memory 
requirement also increases. However the result shows that, the time (in micro seconds) requires to compute the 
session key is small.  Also, the polynomial scheme supports high key connectivity, scalability and resilience. Hence 
SCADA devices perform well with the symmetric cryptosystem i.e. polynomial based key establishment scheme.  
 
5.4 Overall analysis of the scheme  
 
x The use of symmetric key cryptosystem enables fast and real time communication 
x In this approach secret key is not transmitted in the network for device to device communications. Thus the 
chances of exposure of secret keys are reduced. 
x The proposed protocol supports broadcasting, multicasting, key freshness, joins and leave operations.  
x The scheme does not require the pair-wise keys to be pre-stored in the devices. The devices themselves 
establish the keys.  
x Based on degree of the polynomial, the scheme utilizes the memory and provides security.  
x The scheme is scalable in nature. 
 
6. Conclusion 
SCADA system enables persistent and real time monitoring of the industrial plant. As the deliberate cyber attacks on 
these systems are increasing, enabling secure communications between the SCADA devices is a high priority issue. 
By considering the constraints and security requirements of such networks, secure communications are established 
using polynomial based key establishment scheme. The proposed scheme supports secure and efficient 
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communication between MTU-SUBMTU-Field devices of SCADA. In the proposed scheme for all communications 
between the devices in the network, secret keys are not transmitted but instead generated at the communicating 
devices. Thus the exposure of secret keys is reduced. The proposed key establishment scheme supports 
broadcasting, multicasting, key freshness, join leave operations and secure device to device communication and 
thereby supporting towards the growth of secure critical infrastructures.                             
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